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Learn to protect your personal information on  
Social networking sites and mobile devices. 
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Cyber Security Awareness: protect yourself 
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In previous articles, the Get Organized Examiner has provided information about how to prevent identity theft online, 
featuring tips for email, online shopping, and protecting your computer against spyware and phishing.  This article 
adds social networking and mobile devices to the mix: 

Social Networking 

Facebook, MySpace, LinkedIn, Plaxo, and other social networking sites make it easy and fun to stay in touch with 
family, friends, and business contacts, but there are risks associated with any site that you use to post personal 
information, pictures, video, and web links.  Use these guidelines to help protect your privacy and security: 

 Learn about and use the privacy settings on each social networking site on which you have an account.  

They help you control what information others can see and potentially use against you. 

 Use your best judgment when posting anything online.  Once you click "post" or "send," whatever you post 

is online for all time.  Think of social networking as building your personal brand; anything you post should 
support that brand in a positive, constructive way. 

 Choose wisely what personal information you share.  Cyber hackers can put together bits of information 

from different sites to steal your identity, access your data, or stalk you. 

 Protect your computer hardware.  Use antivirus software, antispyware software, and a firewall to protect 

the data on your home computer. 

 Learn how to manage your online "friends."  It's fun to have a long list of friends on your site, from 

school, work, and your hometown.  Understand, though, that the longer your list, the more vulnerable your 
personal information.  You may want to set up multiple accounts, saving one for information you would share 
only with your closest friends. 

 Take care opening links.  Even when they seem to come from friends, some links contain malware that will 

phish your personal information.  If you are suspicious, contact the friend who seemed to send the link first. 

 Know how to take action.  Learn each site's tools for reporting spam, blocking "friends" who become 

offensive, and removing suspicious friends and posts. 

 Protect your account with a strong password.  A strong password typically contains more than six 

characters with a mix of capital letters, punctuation marks, and numbers. 

Mobile Devices 

 Be as careful using your smart phone or other mobile device as you would using your personal computer.  
Its portability makes it easy to lose, putting your personal information at risk. 

 Give your mobile number only to people you know and trust, and only text or call people and businesses that 
you know in real life. 

 Do not reply to messages from people you don't know. 

 Learn how to block unwanted callers and "ignore" calls from people and businesses you do no recognize. 
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 Before sending a text message - like any email message - think about how the reader will interpret it.  Once 
you send it, you can't take it back. 

 Do not give out anyone else's mobile device number without permission. 

 Do not take pictures or video of others without their permission, and do not allow others to take pictures or 
videos of you without your permission.  Pictures and video are easy to post on the internet, and they remain 
online in some form forever. 

 Take care if you decide to meet someone you "know" only through online texting or chatting.  Just because 
you have communicated for a while doesn't mean you are completely safe with them. 

 Record and keep in a safe place your Electronic Serial Number (ESN) and/or your International Mobile 
Equipment Identity (IMEI) number. You can find your IMEI number by pressing *#06# on your mobile 
phone's keypad, it will display a 15 digit number - that is your IMEI number. 

 If your phone is lost or stolen, report it to your local police and your network operator immediately. 

For more information on Cyber Security Awareness, visit Stay Safe Online.  Post your own tips on staying safe online 
as well. 

Related articles:  

 Preventing identity theft - protecting your personal data while online 

 Preventing identity theft - managing paper documents 

 Organize your paper files to find what you need when you need it 

 Tips to organize your important files 
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